FREEDOM OF INFORMATION ACT (FOIA] 


LOG FY 13 


Case # 


Category 


Comments (Subject of Request) 


Date 
Request 


Date 
Received/ 
Perfected 


Date 
Complete 


#of 

Days 


Exemption/Statute Applied 


2086 Costs 


Requester 


b(1) 


b(2) 


b<3) 


b<4) 


b<5) 


b<6) 


b{7) 


13-001 

Complex 

Referral of 
DIA Case 
0666-2007 


All n their 


Requesting seven paragraphs of 
documents in the letter, deals primarily 
with satellites and companies that use 
them (FORMER CONTROL NO 12- 
029) 


14 Aug 07 


25 Jun 12 


13 Dec 12 


119 


(b)(1) 














Fees Not 
Applicable 
$641.60 


c/o Ganfer & Shore, LLP 
360 Lexington Avenue 
New York, NY 10017 


DISPOSITION: : CLOSED - PARTIAL DENIAL 


13-002 


Commercial 


Copies of winning tech proposal for 
solicitation numbers: DTOMC95015; 
DEEMZ22708, HC1 028-1 0-R-2020; & 
DIAMZ92135 


4 Nov 12 


9 Nov 12 


9 Nov 12 



















Fees Not 
Applicable 
$22.00 


Am it Doshi 

Aquia Business Solutions, 
LLC 

42766 Hollingsworth Terrace 
South Riding, VA 20152 


DISPOSITION: CLOSED - MISDIRECTED 
REFERRED TO 55 WING 


13-003 
SECRET 
Simple 


All Others 


Vanous communications from 6- uq\ [j§< 
employees regarding self. < 


3C 6 Dec 12 


6 Dec 12 
Deferred 
pending 
pnvacy 
complaint 
inquiry 

25 Mar 13 


4 Apr 13 


8 


(b)(1) 










(b)(6) 




Fees Not 
Applicable 
$4,214.24 


(b)(6) USSC 








DISPOSITION: CLOSED - PARTIAL DENIAL 


13-004 
Complex 
SECRET 


Media 


Records pertaining to USSTRATCOM 
blockinq www.iudicialwatch orq and 
www.centerforsecuritvDolicv.orQ. 
Records listing all web sites 
USSTRATCOM has blocked from 1 
Dec 10 to 11 Dec 12 


11 Dec 12 


11 Dec 12 


15 May 13 


105 








(b)(7) E 


Fees Not 
Applicable 
$1,060 00 


Sean Dunagan 
Judicial Watch 
425 3 rd St, SW, Ste 800 
Washington DC 20024 


DISPOSITION: CLOSED - TOTAL DENIAL 

(Informed requester why the two websites are 
blocked) 


13-005 
Simple 


All Others 


Documents related to (b)(6) USSC 


19 Sep 11 


20 Dec 12 


8 Jan 13 


11 
















Fees Not 
Applicable 
$121.30 


Anthony T King 

Snell & Wirmer Law Offices 

One Arizona Center 

400 E VanBuren St,Ste1900 

Phoenix AZ 85004 




DISPOSITION: CLOSED - TOTAL RELEASE 


13-006 


Media 


list of civilian, private firms under 
contract by USCYBERCOM and 
information regarding the bidding 
process for each contract 


31 Jan 13 


31 Jan 13 


8 Feb 13 


6 
















Fees Not 
Applicable 
$8800 


Sam Biddle 

Gawker Media 

210 Elizabeth St 4* Floor 

New York, NY 10012 


DISPOSITION: CLOSED - REFERRED TO: 55 
WG, DISA; DT1C; USA SPACE & MISSILE 
DEFENSE COMMAND 


13-007 
Complex 
SECRET 


Media 


All docs with the phrase "Talking 
Points* in the title produced at the 
USSTRATCOM public affairs office 
from 1 Jan 09 to 10 Feb 13. 


10 Feb 13 


1 1 Feb 1 3 


15 Apr 13 


48 


(b)(1) 














Fees Not 
Applicable 
$786.25 


Steven Hsieh 

1 70 Harman St, Apt 1 L 

Brooklyn, NY 11221 


DISPOSITION: CLOSED - PARTIAL DENIAL 



13-008 

Complex 

TSltSU 
REU 
NOFORN 


Media 


Talking points, briefings, power points or 
memos prepared for General Keith 
Alexander in regards to the expansion of 
U.S. Cyber Command reported in 
Washington Post article (See article in file) 


10 Feb 13 


11 Feb 13 


26 Jun 13 
(Interim 
Response) 

7 Aug 13 
(2"° Interim 
Response) 

20 Aug 13 

(Final 
Response) 


135 


(b)(1) 




(b)(3) 




(b)(5) 






Fees Not 
Applicable 
$1,459 20 


Steven Hsieh 

170 Harman St, Apt 1L 

Brooklyn, NY 11221 


DISPOSITION: CLOSED - PARTIAL DENIAL 

PL 86-36, 50 USC 402, Trie National Security 
Act of 1959. 


13-009 
Complex 


Media 


Talking points, briefings, power points or 
memos prepared for General Keith 
Alexander in regards to the Cyber 
Intelligence Sharing and Protection Act, as 
introduced by Congressman Mike Rogers 
in Nov 1 1 - and reintroduced in Feb 13. 
Additionally, copies of all emails sent to and 
from General Alexander or anyone who 
speaks from him regarding CISPA. 


10 Feb 13 


11 Feb 13 


25 Mar 13 


30 
















Fees Not 
Applicable 
$946 50 


Steven Hsieh 

170 Harman St, Apt 1L 

Brooklyn, NY 11221 


DISPOSITION: CLOSED - NO RECORDS 


13-010 
Complex 


Media 


Any talking points, briefings, Power Points 
or memos prepared for General Keith 
Alexander in regards to the President's 
Executive Order on "Improving Critical 
Infrastructure Cybersecurity," signed by 
President Obama on February 12, 2013 
Additionally I request all emails sent to and 
from General Alexander or anyone who 
speaks for him regarding the same 
Executive Order. 


14 Feb 13 


14 Feb 13 


24 Apr 13 

Interim 
Response 




















Steven Hsieh 

170 Harman St, Apt 1L 

Brooklyn, NY 11221 


DISPOSITION: 


13-011 
Complex 


All Others 


CYBERCOM Organizational Chart 


15 Feb 13 


22 Feb 13 


1 Apr 13 


26 
















Fees Not 
Applicable 

$66.00 


Matthew Hood 
1714 Carroll Ave 
Baltimore MD 21227 


DISPOSITION: CLOSED - TOTAL RELEASE 


13-012 
Simple 


Media 


Copy of OP LAN 8010 cover sheet 


21 Feb 13 


21 Feb 13 


15 Mar 13 


16 
















Fees Not 
Applicable 
$191,50 


Hans Kristensen 


DISPOSITION: CLOSED - TOTAL RELEASE 


13-013 

SECRET// 
NOFORN 


All Others 


All documents from Aug 1 , 2001 to the 
present relating in whole or in part to all aid, 
support and connections, including but not 
limited to the exchange of funds, training, 
arms, weapons, logistics, advice, 
intelligence and supplies, from the Pakistan 
government to the Taliban. 


1 9 Oct 06 


28 Nov 12 


28 Nov 12 















I 


Fees Not 
Applicable 
$44 00 


Barbara Elias 
GWU 

Gelman Library, Ste 701 
2130 H Street, NW 
Washington DC 20037 


DISPOSITION: CLOSED - REFERRED TO 
USSOUTHCOM 


13-014 
Simple 


All Others 


CYBERCOM Organizational Chart 


1 Apr 13 


1 Apr 13 


1 Apr 13 



















Fees Not 
Applicable 
$22 00 


Jeffrey Richelson 

401 S. Burnside Ave, #8J 

Los Angeles, CA 90036 


DISPOSITION: CLOSED - TOTAL RELEASE 


13-015 
Simple 


Media 


TLEs (2 line element sets) from the last 
week of August, 1 983 for satellite 1983-60C 
# 14139 


4 Apr 13 


4 Apr 13 


22 Apr 13 

2 nd Look 
31 Jul 13 


12 


(b)(1) 














Fees Not 
Applicable 
$475.00 


Mark Klein 

Ma rkk2000@comcast net 


DISPOSITION: CLOSED - TOTAL DENIAL 

Requester stated on 31 July that he will 
appeal. 



13-016 
Complex 


All Others 


Statistics of attempts and intrusions of 
cyber-attacks in the US and abroad within 
the last year 


5 Apr 13 


8 Apr 13 






















Michael Bagwell 
9010Tenton Ct 
Indianapolis IN 46278 


DISPOSITION: 


13-017 
Complex 


All Others 


Various types of attacks and intrusions of 
cyber-attacks in the US and abroad within 
the last year 


5 Apr 13 


8 Apr 13 






















Michael Bagwell 
9O10Tenton Ct 
Indianapolis IN 46278 


DISPOSITION: 


13-018 
Complex 


All Others 


Methods to protect and secure against 
cyber-threats 


5 Apr 13 


8 Apr 13 


Interim 
Response 
25 Jul 13 

Interim 
Response 
28 Aug 13 




















Michael Bagwell 
90 10 Tenton Ct 
Indianapolis IN 46278 


DISPOSITION: 


13-019 
Complex 


Media 


Referral from MG Horst, USCENTCOM 
Requestor asked for all records pertaining 
to the malware infection that struck 
USCENTCOM computer networks in 2008 


25 Aug 10 


22 Apr 13 






















Kim Zetter 
Wired 

520 Third Street 

San Francisco CA 94107 


DISPOSITION: 


13-020 
Complex 
SECRET 


Media 


Referral from Joint Staff, Ms. Yasmeen 
Hargis, they were referred by 
USCENTCOM on a JWAC document, 
which now belongs to STRATCOM 
Requestor seeks several items referencing 
the Afghan National Army, Afghan National 
Police and the Afghan National Security 
Forces 


21 Jun 11 


22 Mar 13 


16 Jul 13 


N/A 
















Fees Not 
Applicable 
$88 00 


Barbara Elias 
National Security Archive 
21 30 H St NW Ste 701 
Washington DC 20037 


DISPOSITION: MISDIRECTED - OFOI 
REDIRECTING TO CENTCOM 


13-021 
Complex 
SECRET 


Media 


"Any June- December 2009 STRATCOM 
memos establishing, in response to 
Secretary Gates' June 23, 2009 memo, the 
U S Cyber Command 

Amended request changed timeframe of 
documents to 1 Jan 10 - Oct 10 


30 Apr 13 

Amended 
Request 
30 May 13 


30 Apr 13 
30 May 13 
11 Jun 13 


1 1 Jun 13 
20 Jun 13 




















Jeffrey T Richelson 
401 S Burnside Ave #8J 
Los Angeles CA 90036 


DISPOSITION. 


13-022 
Simple 


All other - education 


"I am interested in the documents 
containing how many trained assassins the 
U.S government has " 


23 Apr 13 


2 May 1 3 


8 May 13 


4 
















Fees Not 
Applicable 
$88.00 


Austin Hughes 

20 Acorn Ave 

Clifton Park NY 12065 

Austinhughes20@gmail.com 


DISPOSITION: CLOSED - REFERRED TO 
FBI. ADVISED REQUESTER TO FILE 
DIRECTLY WITH CIA. 


13-023 

Complex 

Significant 
FOIA 


Media 


"A copy of all responses sent to 
Congressional committees between 1 Jan 
2008 and the date that this request is 
process." 


6 May 1 3 


6 May 13 


27 Jun 13 


38 














Fees Not 
Applicable 
$332 10 


Michael Morisy 
MuckRock News 
Dept MR 5586 
PO Box 55819 
Boston MA 02205-5819 


DISPOSITION: CLOSED - TOTAL RELEASE 


13-024 

Complex 

SECRET// 
NOFORN 


Media 


See file, request is for fourteen different 
items related to the events surrounding 
9/11 


16 May 02 


25 Mar 13 




















Fees Not 
Applicable 
$ 


Christopher Farrell 
Judicial Watch 


DISPOSITION: 



13-025 
Simple 


Media 


All documents pertaining to AFGS 
Command Inspector General's Report of 
March 2013. 


30 May 1 3 


3 Jun 1 3 


6 Jun 1 3 


3 
















Fees Not 
Applicable 
$44 00 


Jutes Zacher 
Speaking Truth to Power 
Medical Arts Building 
1601 Walnut Street 
Suite 707 

Philadelphia PA 19102 


DISPOSITION: REFERRED REQUEST TO 
AFGSC, NOTIFIED REQUESTOR OF 
REFERRAL 


13-026 
Simple 


All Others 


Org chart for CYBERCOM/J090 and any 
log, index, or list of the following items: Oral 
histories maintained by J090; Written 
histories; still images, movies, and audio 
images created and maintained 


5 Jun 13 


5 Jun 13 


30 Jul 13 


38 
















Fees Not 
Applicable 
$88 00 


Matthew Hood 
1714 Carroll Ave 
Baltimore MD 21227 


DISPOSITION: CLOSED - NO RECORDS 


13-027 
Simple 


All Others 


Initial request to Army Crim 
Center for a case related to 
an AAFES employee, pass 
diving in the Marshall island 


p. Rftonrris 

(b)(6) USSC 
ng while scuba 
s 


25 Feb 13 


10 Jun 13 


10 Jun 13 



















Fees Not 
Applicable 
$44 00 


(b)(6) USSC 




DISPOSITION: MISDIRECTED - 
FORWARDED TO ARSTRAT/SMDC 


13-028 
Simple 


All Others 


Final LD JCTD report and cover memo from 
the Integrated Management Team, closeout 
briefing for OSD leadership; transition plan 
and joint military unit assessment. 


24 Jun 13 


24 Jun 13 






















Watt Wright, III 
12937 West Llano Dr 
Litchfield Park AZ 85340 


DISPOSITION: 


13-029 
Simple 


All Others 


Document sent for our referral is the History 
of Space Command ADCOM, to include 
only the title pages and the table of 
contents. 


12 Jul 13 


25 Jul 13 


30 Jul 13 


3 
















Fees Not 
Applicable 
$45.80 


Joseph Page, II 
5100 Big Sky Drive 
LasCruces, NM 88012 


DISPOSITION: CLOSED - TOTAL RELEASE 


13-030 
Complex 


Media 


Records relating to the blocking of websites 
on military computers by USCYBERCOM, 
including information on the types of blocks 
that are implemented, a list of websites 
blocked, or, if this not available, information 
on criteria for blocking, as well as any 
records specifically relating to the block 
titled "USCC WIKILEAKS BLOCK" 


23 Jul 13 


25 Jul 13 






















Michael Haynes 

1535 Farmers Lane #195 

Santa Rosa, CA 95405 


DISPOSITION: 


13-031 
Complex 


Media 


All documents that mention since 1 Jan 08: 
aggregate annual totals of cyber or online 
vulnerabilrties reported, on which systems, 
and how many were tracked; denial of 
service attacks by date and site of attack; 
online breaches and on which systems, 
details of all online breaches including the 
name of the attacker; how many SSNs 
have been lost through breaches, how 
many employees' passwords have been 
compromised; how many computers have 
had to be replaced due to infection; how 
many times the agency ordered the 
replacement of infected programmable 
logic controllers; all warnings about existing 
threats sent to employees; annual total 
cybersecurity budget, current and past 
contracts awarded for cybersecurity; 
communications with Google, Apple, 
Facebook and Twitter about cybersecurity 
and hacking, copies of closed 
investigations into cyber attacks 


26 Jul 13 


26 Jul 13 


Interim 

"No 
Records' 
Response 
15 Aug 13 




















Martha Mendoza 
AP National Writer 
624 Cayuga St 
Santa Cruz, CA 95062 


DISPOSITION: 



13-032 
Simple 


All Others 




Copy of any and all records or materials 
that relate to me, including audio, visual, 
documents, and/or whatever other form 
they may consist of. 


29 Jul 13 
16 Sep 13 


7 Aug 1 3 

Reopened 
20 Sep 13 


8 Aug 13 

Second 
No 

Records 
Response 
24 Sep 13 


1 
















Fees Not 
Applicable 
$44 00 


(b)(6) USSC 




DISPOSITION: CLOSED - NO RECORDS 


13-033 
Simple 


All Others 


Information regarding 

1 Any single or two stage-to-orbit manned 
or unmanned systems utilized by U.S. 
Stratcom 

2 Any manned orbital system/station 
utilized by U S Stratcom 

3 All vertical takeoff winged aerial vehicles 
known to exist (ail classes) within U.S. 
Stratcom/Space command 

1 Any singie or two stage-to-orbit manned 
or unmanned systems/assets utilized by 

U S. Stratcom 

2 Any manned orbital system/station 
utilized or known by U S Stratcom 

3 All vertical takeoff winged aenal vehicles 
known to exist (all classes) within U.S. 
Stratcom/Space command 


3 Jul 13 


3 Jul 13 


18 Sep 13 


54 
















Fees Not 
Applicable 
$44 00 


Marc Czygan 
Unknown 


DISPOSITION; ADMINISTRATIVELY CLOSED 
- FAILED TO SUBMIT PERFECTED REQUEST 


13-034 
Simple 


Education 


All documents that mention and pertain to 
since 21 Nov 201 1 DoDD 3000 09, 
Autonomy in Weapons Systems, dated 21 
Nov 2012 


10 Sep 13 


1 Sep 1 3 


25 Sep 1 


11 














Fees Not 
Applicable 
$44 00 


Dan Saxon 

University College The 
Hague 

Katwijkstraat 19, 2586 VK 
The Hague, Netherlands 


DISPOSITION: CLOSED - TOTAL RELEASE 


13-035 
Simple 


All Others 


Copy of the SAC Semiannual Histoncal 
Summaries for the years 1950 to 1975 


20 Sep 13 


23 Sep 13 


23 Sep 13 



















Fees Not 
Applicable 
$11 00 


Cory Newman 

151 Knollcroft Rd, bldg 53 

Lyons, NJ 07939 


DISPOSITION: CLOSED - MISDIRECTED 


13-036 
Complex 


Media 


FY 13 FOIA Log 


25 Sep 13 


25 Sep 13 






I 












Bob Cusack 

1625 K Street, Ste 900 

Washington DC 20006 


DISPOSITION: 



